, P Mid Valley General Agency LLC
888 Madison St NE, Ste 100, Salem, OR 97301

| / | Phone: 888-565-7001 ¢ Fax: 888-265-7353
quotes@midvalleyga.com

DataBreachsM
QUESTIONNAIRE FOR BREACH MITIGATION EXPENSE ENDORSEMENT

Full name of Applicant:

1. Does the Applicant handle sensitive data for any of the following:

Transmit/Receive Store
(@) Credit Cards/Debit Cards™? .........cooiiiiiiiieee e [ 1Yes [ INOooiiiiiiiiee. [ 1Yes [ ]1No
(b)  Financial/Banking Information? .............cccoiiiiiiiii e [ 1Yes [ INO.oriiiiiie. [ 1Yes [ ]No
(c) Medical Information (PHI)*™ 7 ... [ 1Yes [ INOoriiiiiie. [ 1Yes [ ]No
(d)  Social Security Numbers or National Identification Numbers?......... [ 1Yes [ INO.ooiiiciiieee. [ 1Yes [ 1No
(e) other(specifyy =~~~ . [ 1Yes [ INO.oiiiciiiee, [ 1Yes [ 1No

*

Approximate number of credit/debit card transactions for the coming year:
** Approximate number of individuals for which PHI is collected, transmitted or stored:

2. s the Applicant:
(@) In compliance with all HIPAA/HITECH privacy ruleS? .........cccceveeiiiicciiieee e [ 1Yes [ INo[ IN/A

(i) If No, anticipated date of compliance?

(b)  Certified as being Payment Card Industry (PCIl) Data Security Standard (DSS) compliant?...... [ 1Yes [ INo[ IN/A

(i) If No, anticipated date of compliance?

3. Indicate the number of sensitive data records the Applicant stores currently:
4. Does the Applicant have a dedicated senior manager responsible for Information Security and Privacy?

................................................................................................................................................................... [ TYes [ ]No
5. Does the Applicant allow the use of laptops, mobile devices or other portable media? ........................... [ 1Yes [ 1No
(a) If Yes, does the Applicant ensure all sensitive information is encrypted?..........cccccoeeiviiiiiiiiee e, [ 1Yes [ 1No
6. Does the Applicant have a written security patch management process implemented? ......................... [ 1Yes [ 1No
(a) If Yes, how are security patch notifications from its major systems vendors handled?
[ 1 No automatic notice
[ ] Automatic notice (where available) and implemented in more than 30 days
[ ] Automatic notice (where available) implemented in 30 days or less
7. Does the Applicant have anti-virus, anti-spyware and anti-malware software installed?
[ 1 On all desktop and laptop computers with automatic updates
[ 1 On all server computers with automatic updates
[ ] Scanning of all incoming email
[ ] Scanning of all web browsing
8. Does the Applicant implement firewalls and other security appliances between the Internet and
1 TS (ALY F= L = SO PPRRR [ 1Yes [ 1No

Fraud Warning: ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY
OR ANOTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY
MATERIALLY FALSE INFORMATION, OR CONCEALS FOR THE PURPOSE OF MISLEADING INFORMATION
CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME
AND SUBJECTS THE PERSON TO CRIMINAL AND [NY: SUBSTANTIAL] CIVIL PENALTIES. (NOT APPLICABLE IN CO,
DC, FL, HI, MA, MD, NE, OH, OK, OR, VT OR WA) (INSURANCE BENEFITS MAY ALSO BE DENIED IN LA, ME, TN,
AND VA.)
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Signing this Supplement does not bind the Insurer to provide or the Applicant to purchase the insurance.

Itis understood that information submitted herein becomes a part of our application for insurance and is subject to the same
declarations, representations and conditions.

Must be signed by the Applicant, officer, partner or equivalent (within 60 days of the proposed effective date).

Name of Applicant Title

Signature of Applicant Date

STATE FRAUD STATEMENTS:

APPLICABLE IN COLORADO

IT IS UNLAWFUL TO KNOWINGLY PROVIDE FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO AN INSURANCE COMPANY
FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE COMPANY. PENALTIES MAY INCLUDE IMPRISONMENT, FINES,
DENIAL OF INSURANCE, AND CIVIL DAMAGES. ANY INSURANCE COMPANY OR AGENT OF AN INSURANCE COMPANY WHO KNOWINGLY
PROVIDES FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO A POLICY HOLDER OR CLAIMANT FOR THE PURPOSE OF
DEFRAUDING OR ATTEMPTING TO DEFRAUD THE POLICY HOLDER OR CLAIMANT WITH REGARD TO A SETTLEMENT OF AWARD PAYABLE
FROM INSURANCE PROCEEDS SHALL BE REPORTED TO THE COLORADO DIVISION OF INSURANCE WITHIN THE DEPARTMENT OF
REGULATORY AGENCIES.

APPLICABLE IN THE DISTRICT OF COLUMBIA

WARNING: IT IS A CRIME TO PROVIDE FALSE OR MISLEADING INFORMATION TO AN INSURER FOR THE PURPOSE OF DEFRAUDING THE
INSURER OR ANY OTHER PERSON. PENALTIES INCLUDE IMPRISONMENT AND/OR FINES. IN ADDITION, AN INSURER MAY DENY
INSURANCE BENEFITS, IF FALSE INFORMATION MATERIALLY RELATED TO A CLAIM WAS PROVIDED BY THE APPLICANT.

APPLICABLE IN FLORIDA

ANY PERSON WHO KNOWINGLY AND WITH INTENT TO INJURE, DEFRAUD, OR DECEIVE ANY INSURER FILES A STATEMENT OF CLAIM OR
AN APPLICATION CONTAINING ANY FALSE, INCOMPLETE, OR MISLEADING INFORMATION IS GUILTY OF A FELONY OF THE THIRD
DEGREE.

APPLICABLE IN HAWAII

FOR YOUR PROTECTION, HAWAII LAW REQUIRES YOU TO BE INFORMED THAT PRESENTING A FRAUDULENT CLAIM FOR PAYMENT OF
A LOSS OR BENEFIT IS A CRIME PUNISHABLE BY FINES OR IMPRISONMENT, OR BOTH.

APPLICABLE IN MAINE
IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION TO AN INSURANCE COMPANY FOR THE
PURPOSE OF DEFRAUDING THE COMPANY. PENALTIES MAY INCLUDE IMPRISONMENT, FINES OR DENIAL OF INSURANCE BENEFITS.

APPLICABLE IN MARYLAND: ANY PERSON WHO KNOWINGLY OR WILLFULLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT
OF ALOSS OR BENEFIT OR WHO KNOWINGLY AND WILLFULLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS
GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON.

APPLICABLE IN MASSACHUSETTS, NEBRASKA, OREGON AND VERMONT

ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR ANOTHER PERSON FILES AN
APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION, OR CONCEALS FOR THE
PURPOSE OF MISLEADING INFORMATION CONCERNING ANY FACT MATERIAL THERETO, MAY BE COMMITTING A FRAUDULENT
INSURANCE ACT, WHICH MAY BE A CRIME AND MAY SUBJECT THE PERSON TO CRIMINAL AND CIVIL PENALTIES.

APPLICABLE IN OHIO
ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT HE/SHE IS FACILITATING A FRAUD AGAINST AN INSURER, SUBMITS AN
APPLICATION OR FILES A CLAIM CONTAINING A FALSE OR DECEPTION STATEMENT IS GUILTY OF INSURANCE FRAUD.

APPLICABLE IN OKLAHOMA
WARNING: ANY PERSON WHO KNOWINGLY, AND WITH INTENT TO INJURE, DEFRAUD OR DECEIVE ANY INSURER, MAKES ANY CLAIM FOR
THE PROCEEDS OF AN INSURANCE POLICY CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY.

APPLICABLE IN WASHINGTON
IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE, OR MISLEADING INFORMATION TO AN INSURANCE COMPANY FOR THE
PURPOSE OF DEFRAUDING THE COMPANY. PENALTIES INCLUDE IMPRISONMENT, FINES, AND DENIAL OF INSURANCE BENEFITS.
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